
DATA USE AGREEMENT

This DATA USE AGREEMENT (this “Agreement”) is to be effective on the ___ day of ____________, 20__ (the “Effective Date”), by and between the University of Southern California, a non-profit, public benefit corporation (the “University”), and _________________________  (the “Data User”).  

 [Implementation Guideline:  The Effective Date should be on or before the date of the first use or disclosure of the Limited Data Set after the compliance date, i.e., on or after April 14, 2003]

R E C I T A L S:

WHEREAS, the Data User performs certain research, public health or healthcare operations functions as defined in 45 CFR 164.501 (the “Activities”);  

WHEREAS, the Data User requests access to certain Protected Health Information, defined below, which is maintained in the University’s Designated Record Set, defined below;

WHEREAS, University agrees to disclose a Limited Data Set, as defined below, to Data User for use by Data User in performance of the Activities;

WHEREAS, Data User agrees to limit its use of the Limited Data Set and protect the Limited Data Set according to the terms and conditions of this Agreement and the Health Insurance Portability and Accountability Act of 1996 and corresponding privacy regulations, 45 C.F.R. Parts 160 and 164, as may be amended from time to time.

NOW, THEREFORE, in consideration of the mutual agreements, covenants, terms and conditions herein contained, the University and the Data User agree as follows:
1. DEFINITIONS 

“Designated Record Set” is a group of records or other information maintained by or for the University that is (i) the medical records and billing records about individuals maintained by or for the University; or (ii) used, in whole or in part, by or for the University to make decisions about individuals.  

“Limited Data Set” is Protected Health Information that excludes the following direct identifiers of the individual or of relatives, employers, or household members of the individual:

(i) Names;

(ii) Postal address information, other than town or city, State, and zip code;

(iii) Telephone numbers;

(iv) Fax numbers;

(v) Electronic mail addresses;

(vi) Social security numbers;

(vii) Medical record numbers;

(viii) Health plan beneficiary numbers;

(ix) Account numbers;

(x) Certificate/license numbers;

(xi) Vehicle identifiers and serial numbers, including license plate numbers;

(xii) Device identifiers and serial numbers;

(xiii) Web Universal Resource Locators (URLs);

(xiv) Internet Protocol (IP) address numbers;

(xv) Biometric identifiers, including finger and voice prints; and

(xvi) Full face photographic images and any comparable images. 

“Protected Health Information” is Individually Identifiable Health Information that is (i) transmitted by electronic media, (ii) maintained in any medium constituting Electronic Media; or (iii) transmitted or maintained in any other form or medium.  “Protected Health Information” shall not include (i) education records covered by the Family Educational Right and Privacy Act, as amended, 20 U.S.C. §1232g and (ii) records described in 20 U.S.C.§1232g(a)(4)(B)(iv).  For instance, Protected Health Information includes information contained in a patient’s medical records and billing records.

“Secretary” shall mean the Secretary of the Department of Health and Human Services.

2. DISCLOSURE OF LIMITED DATA SET TO DATA USER 

Section 2.1. Activities.  Data User performs the following Activities: ____________________________________________________________________________. [Implementation Guideline: The Parties should describe the research, public health activities or health care operation activities performed by Data User with enough particularity to provide rationale for the types of information to be disclosed to Data User.]

Section 2.2. Limited Data Set.  Data User agrees to use and the University agrees to disclose the following Protected Health Information to Data User for use by Data User only in the performance of the Activities (the “Limited Data Set”): ____________________________________________________________________________. 

3. OBLIGATIONS OF DATA USER 
Section 3.1. Use of  Limited Data Set.  The Data User may use and disclose the Limited Data Set only as permitted under the terms of this Agreement or required by law, but shall not otherwise use or disclose the Limited Data Set in any manner that would constitute a violation of the privacy regulations if used or disclosed by the University. Data User agrees not to use the Limited Data Set in such a way as to identify any individual and further agrees not to contact any individual.  Data User shall limit the use or receipt of the Limited Data Set to the following individuals or classes of individuals who need the Limited Data Set for the performance of the Activities.  ____________________________________________________________________________. 

[Implementation Guideline:  Parties should insert a description of who is permitted to use or receive the Limited Data Set.] 

Section 3.2. Minimum Necessary Information. The Data User represents that, to the extent the Data User requests that the University disclose Protected Health Information to the Data User as described in Section 2.2, such a request is only for the minimum necessary Protected Health Information for the accomplishment of the Data User's purpose.

Section 3.3. Safeguards against Misuse of Information.  The Data User shall use all appropriate reasonable safeguards to prevent the use or disclosure of the Limited Data Set other than as permitted under this Agreement.  The Data User shall implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the Limited Data Set.
Section 3.4. Reporting of Disclosures of Protected Health Information.  The Data User shall, within fifteen (15) days of becoming aware of any use or disclosure of the Limited Data Set in violation of the Agreement, report any such disclosure to ___________________.  

Section 3.5. Agreements by Third Parties.  The Data User shall obtain and maintain an agreement with each agent or subcontractor that has or will have access to the Limited Data Set, which is received by or on behalf of the Data User, pursuant to which agreement such agent or subcontractor shall agree to be bound by the same restrictions, terms and conditions that apply to the Data User pursuant to this Agreement with respect to the Limited Data Set.  The Data User shall ensure that such agents or subcontractors agree to implement reasonable and appropriate safeguards to protect the confidentiality, integrity, and availability of the Limited Data Set.

Section 3.6. Indemnification.  The Data User shall indemnify and hold the University harmless from and against any and all liability and costs, including court costs, attorneys' and consultancy fees, created by a breach of this Agreement by the Data User, its agents or subcontractors.

Section 3.7. Notice of Request for Data.  The Data User agrees to notify the University within five (5) business days of the Data User’s receipt of any request or subpoena for the Limited Data Set or other Protected Health Information.  If the University decides to challenge the validity of or assume responsibility for responding to such request or subpoena, the Data User shall cooperate fully with the University in connection therewith. 

Section 3.8. Injunction.  The Data User acknowledges and agrees that the University will suffer irreparable damage upon the Data User’s breach of this Agreement and that damages would be an inadequate remedy for such breach. The Data User acknowledges and agrees that the University may seek an action for an injunction to enforce the terms of this Agreement against the Data User, in addition to any other remedy the University may have of law or in equity. 

Section 3.9. Ownership of Information. The Data User acknowledges that, as between the Data User and the University, the Limited Data Set and all Protected Health Information furnished to Data User hereunder by University shall be and remain the sole property of the University, including any and all forms thereof developed by the Data User in the course of its fulfillment of its obligations under this Agreement.

4. TERMINATION 
Section 4.1. Termination upon Breach of Provisions Applicable to Protected Health Information.  This Agreement may be terminated by the University upon five calendar (5) days written notice to the Data User in the event that the Data User breaches any provision of this Agreement and such breach is not cured within such five calendar (5) day period. Data User acknowledges and agrees that in the event Data User's efforts cure the breach are unsuccessful, the University has a duty to discontinue disclosure of Protected Health Information to Data User and a duty to report the breach to the Secretary, notwithstanding any other provision of this Agreement to the contrary.

Section 4.2. The University’s Right of Cure.  At the expense of the Data User, the University shall have the right to cure any breach of the Data User's obligations under this Agreement.  The University shall give the Data User notice of its election to cure any such breach and the Data User shall cooperate fully in the efforts by the University to cure the Data User’s breach.  The Data User shall pay University within thirty (30) days of request therefor, for any costs incurred by University in curing any such breach by Data User.  All requests for payment for such services of the University shall be paid within thirty (30) days.  

Section 4.3. Transition Assistance.  Following the termination of this Agreement for any reason, the Data User agrees to provide transition services for the benefit of the University, as applicable, including the continued provision of its services under this Agreement until notified by the University that a successor provider of such services is able to begin providing such services and receive the Limited Data Set and other Protected Health Information held by the Data User under this Agreement. 

Section 4.4. Return, Destruction and/or Ongoing Protection of Protected Health Information upon Termination.  Upon termination of this Agreement, the Data User shall either return or destroy the Limited Data Set and all other Protected Health Information received from the University or created or received by the Data User on behalf of the University and which the Data User still maintains in any form.  The Data User shall not retain any copies of such Protected Health Information.  Notwithstanding the foregoing, to the extent that the University agrees that it is not feasible or necessary for Data User to return or destroy such Protected Health Information, the terms and provisions of this Agreement that protect such information shall survive termination of this Agreement.  Such information shall be used or disclosed solely for such purpose or purposes for which it is intended under this Agreement for as long as the Data User and its agents retain Protected Health Information, and no further disclosure shall occur.  

[Implementation Guideline:  The return or destruction of Protected Health Information may not apply to most situations. Upon termination of this Agreement, the University must discontinue providing information to the Data User but is not required to demand return or destruction of the information from the Data User.]

5. GENERAL PROVISIONS

Section 5.1. Effect.  The terms and provisions of this Agreement shall supersede any other conflicting or inconsistent agreements between University and Data User, including all exhibits or other attachments thereto and all documents incorporated therein by reference.

Section 5.2. Amendment.  The Data User and the University agree to amend this Agreement to the extent necessary to allow either party to comply with the Privacy Standards, the Standards for Electronic Transactions (45 C.F.R. Parts 160 and 164) and the Security Standards (45 C.F.R. Part 164) (collectively, the “Standards”) promulgated or to be promulgated by the Secretary, and with other changes in law. The Data User agrees that it will fully comply with all such Standards and that it will agree to amend this Agreement as may be required to maintain compliance with the Standards.

Section 5.3.
Survival.  The respective rights and obligations of Data User under Sections 2, 3, and 4 of this Agreement shall survive the termination of this Agreement.  

Section 5.4.
Interpretation. Any ambiguity in this Agreement shall be resolved to permit University to comply with all applicable state and federal laws and regulations.

Section 5.5.
No Third Party Beneficiaries.  Nothing in this Agreement shall confer upon any person other than the parties and their respective successors or assigns, any rights, remedies, obligations, or liabilities whatsoever.

IN WITNESS WHEREOF, the parties have caused this Agreement to be executed as of the day and year first written above.

UNIVERSITY OF SOUTHERN CALIFORNIA


__________________________

By:
______________________________


By: _______________________
Its:
______________________________
 
Its: ______________________

(Rev. 03/15)
Outbound DUA
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Outbound DUA
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